IoT APPLICATIONS ON SECURE SMART SHOPPING SYSTEM

ABSTRACT
The Internet of Things (IoT) is changing human lives by connecting everyday objects together.
For example, in a grocery store all items can be connected with each other, forming a smart
shopping system. In such an IoT system, an inexpensive RFID tag can be attached to each
product which, when placed into a smart shopping cart, can be automatically read by a cart
equipped with an RFID reader. As a result, billing can be conducted from the shopping cart
itself, preventing customers from waiting in a long queue at checkout. Additionally, smart
shelving can be added into this system, equipped with RFID readers, and can monitor stock,
perhaps also updating a central server. Another benefit of this kind of system is that inventory
management becomes much easier, as all items can be automatically read by an RFID reader
instead of manually scanned by a laborer. To validate the feasibility of such a system, in this
work we identify the design requirements of a smart shopping system, build a prototype system
to test functionality, and design a secure communication protocol to make the system practical.
To the best of our knowledge, this is the first time a smart shopping system is proposed with
security under consideration.

EXISTING SYSTEM
Generally we visit shopping malls to buy the products. After buying the products ,if there are
many people, we have to wait in the queue at the counter for billing. This generally takes more
time. There may be a chance to theft a product if crowd is high. And if there is no proper security
the competitor can hack the information like customers preferences, product information in the
shop easily .
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DRAWBACKS
•

Takes more time compared to smart shopping system

•

Security is less.

PROPOSED SYSTEM
In propose d system, In an IoT system, an inexpensive RFID tag can be attached to each product
which, when placed into a smart shopping cart, can be automatically read by a cart equipped with
an RFID reader. As a result, billing can be conducted from the shopping cart itself, preventing
customers from waiting in a long queue at checkout. Additionally, smart shelving can be added
into this system, equipped with RFID readers, and can monitor stock, perhaps also updating a
central server. Another benefit of this kind of system is that inventory management becomes
much easier, as all items can be automatically read by an RFID reader instead of manually
scanned by a laborer. To validate the feasibility of such a system, in this work we identify the
design requirements of a smart shopping system, build a prototype system to test functionality,
and design a secure communication protocol to make the system practical. To the best of our
knowledge, this is the first time a smart shopping system is proposed with security under
consideration.

ADVANTAGES
•

It reduces the time.

•

Security is enhanced.

SYSTEM REQUIREMENTS
H/W System Configuration:➢ Processor

- Pentium –IV

➢ RAM

- 4 GB (min)

➢ Hard Disk

- 20 GB

➢ Key Board

-

Standard Windows Keyboard
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➢ Mouse

-

➢ Monitor

- SVGA

Two or Three Button Mouse

S/W System Configuration:➢ Operating System

: Windows 7 or 8 32 bit

➢ Application Server

: Tomcat5.0/6.X

➢ Programming Language
➢ Java Version

: Java
: JDK 1.6 and above
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